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Formato para Alta de Proveedores / Acreedores / Arrendadores
Fecha:
Tipo
Obligatorio anotar la CURP

Datos Generales (Utilice mayusculas)

[ ]
Nombre o Razén Social

[ | | ]
Calle No. Colonia

[ 1 |
Alcaldia o municipio Estado

[ | | |

Cddigo postal Teléfono 1 Teléfono 2
| | IEGG921005HVZXMS02 | 1IEGG9210056RA |
Correo Electrénico C.U.R.P En su caso R.E.C.

Documentacion
Antigiiedad de Registro ante el SAT

Cumple con la antigliedad minima de dos anos

Si es Persona Fisica con:

Actividad:

Régimen Fiscal Cuenta Predial: | |

HETIVIBAS EMERESARIAE HONORARIOS TRANSPORTISTA ARRENDAMIENTO
CONTRATISTA DE RESICO

PERSONAL

Documentos: Acta constitutiva
S P4 i CSF (antigliedad 2 meses) Comprobante de domicilio (antigliedad 2
Identificacion oficial meses)

Caratula Edo Cuenta dabe (antigiiedad 2 Opinién de cumplimiento actual (Art 32-
meses) D CFF)

Si es Persona Moral con:

Actividad/Giro:

Régimen Fiscal
Documentos:

H H CSF (antigiiedad 2 meses) L] Comprobante de domicilio (antigliedad
Acta constitutiva 3 sy

+# Caratula Edo Cuenta dabe (antigiiedad 2 il Opinién de cumplimiento actual (Art
meses) 32-D CFF)

Datos de cuenta y Pago

Cuenta con Informacion de cuenta validada con el sello del Banco y/o Estado de cuenta bancario

BanCO | | Clave del Banco (3 primeros digitos de cuenta clabe): | |
Cuenta CLABE 123456789098765432 Titular:
Interbancaria (18 -
digitos):
Via de pago | Via: I | Gru po Tesoreria |
Banco Pagador ® | Condiciones de Crédito | | Cond:
Validador Tesoreria Validacién Gerencia Suministros
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HONORARIOS

R1 10% RETENCION ISR
11 10.66% RETENCION IVA

TRANSPORTISTA

15 4% RETENCION IVA

Indicador de Retenciones, en el caso de Personas Fisicas

ARRENDAMIENTO

R3 10% RETENCION ISR
12 10.66% RETENCION IVA

RESICO PF (ACTIVIDAD
EMPRESARIAL)

CE 1.25% RETENCION IVA

RESICO PF (ARRENDAMIENTO)

CA 1.25% RETENCION ISR
12 10.66% RETENCION IVA

RESICO PF (HONORARIOS)

CH 1.25% RETENCION ISR
11 10.66% RETENCION IVA

Observaciones

ESCRIBIR EN LOS SIGUIENTES RECUADROS LOS DATOS DEL RESPONSABLE DE SUBIR LAS FACTURAS AL PORTAL PORAPP PARA PAGO:

Nombre completo:

Correo electrénico:

NuUmero telefénico:

Solicitante

Administraciéon de Datos Maestros

Director de area solicitante




9IPE.PEESYZ |-6966-022h-C | #L-GGI00)¢)
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Hatlea

RFC:

Nombre:

) ACUSE DE RECIBO
DECLARACION DEL EJERCICIO DE IMPUESTOS FEDERALES

IEGG9210056RA
GUSTAVO ADOLFO IXTEPAN GOMEZ

SAT

SERVICIO GE ADMINISTRAGI SN TRIBUTARIA

Hoja 1 de 1

Tipo de declaracion:
Periodo de la declaracion:
Fecha y hora de presentacidn:

Nimero de operacion:

Normal

Del Ejercicio Ejercicio:

03/04/2023 11:11 Medio de presentacion:
231300003747

2022

Internet

Impuestos que declara:

Concepto de pago 1:
A favor:

Cantidad a cargo:

Cantidad a pagar:

INGRESOS QUE DECLARA:

Sueldos, salarios y asimilados

ISR PERSONAS FiSICAS
468

0
0

Es recomendable verificar que el importe calculado de la parte actualizada esté correcto, en virtud de que puede haber cambiado el indice nacional
de precios al consumidor y el calculo debe estar basado en el dltimo publicado.

Los datos personales son incorporados y protegidos en los sistemas del SAT, de conformidad con las disposiciones legales en la materia.

Para modificar o corregir datos personales visita sat.gob.mx.

Este acuse es emitido sin prejuzgar la veracidad de los datos asentados ni el cumplimiento dentro de los plazos establecidos. Quedan a salvo las
facultades de revision de la autoridad fiscal.

b(BAzgJ4eKS3CG 3063Js0zi THACCHFFI HGx0o013nt Nt/ 1QuCUadxF8e P4xdHppD2Pt | EHee2pB3/ wf | JOCBDLpPN+hxnabXn/ Jj

Sello digital :

S5UH xnLFl GcMyvS4/ DdZO4/ 8oN9QueOMpDi R6z3L4g==

hr XaWRDJt nj Cp8qHpOQ AL3dWN 4FwS3YBc 2Q065aTHEE FUCr h1UBf cgF9FNL| f | d PZZd+yBl svwndoQHUUL8NK7 Gp99Yk7ar nK
BOBkj 11 PZBW r j RUIWCn0z8E+Fnwj pQ4j t C4af a8j ygSebl 0TYBULNeCl wip2HBDsBsZi W 77PxnCbPo FKVGORUL8Rj UPsNyZ9E



CFE Suministrader de Serviclos Basicos
Rio Rédano No. 14, colonia Cuauhtémoc,
Alcaldla Cuauhtémoc, Codigo Postal 06500,

Comisidn Federal de Electricidad® Hudad da Wédca. AFC: CES180S30CK 1
SANCHEZ MALD REYNA Y TOTAL APAGAR:
EMILIANO ZAPATA M16 L3 PA $6 1
PLAN DE AYALAY 10 DE ABRIL (SESENTAY UN PESOS M.N)
EMILIANO ZAPATA FRAC. POPULC.P.04919
COYOACAN,CDMX

NO. DE SERVICI0:968080302635

i{DESCARGA LA GUIA DE
CONSUMO RESPONSABLE!

RMU:04910 08-03-19 XAXX-010101 006 CFE
CUENTA: 10DN70B871010250

LiMITE DE PAGO:21 DIC 2024

CORTE A PARTIR:22 DIC 2024

TARIFA:01INO. MEDIDOR:D274940

MULTIPLICADOR:1
NO HILOS:1

PERIODO FACTURADO:04 OCT 24-05 DIC 24

Concepto Lectura actual Lectura anterior Total Precio Subtotal
medida E@ Estimada Il Medisa K8 estimada periodo (MXN) (MXN)
Energia (kWh) 8835
Basico 4 1.065 422

Este gréfico refleja tu nivel de consumo. A menor uso, mayor apoyo. Subtolal

I ————— oSSSESESSSS—

Costos de la energia en el Mercado Eléelrico Mayorista Desglose del importe a pagar
Cancepto ] W $/KWh Importe (MXN) Conceplo Impaorte (MXN)
Suministro 0.00 0.00 0.00 0.00 Energia 52.75
Distribucion 0.00 0.00 0.00 0.00 IVA 16% 8.44
Transmision 0.00 0.00 0.00 0.00 Fac. del Periodo 61.19
CENACE 0.00 0.00 0.00 0.00 Total 61.19
Energla 0.00 0.00 0.00 0.00
Capacidad 0.00 0.00 0.00 0.00
SCnMEM(1) 0.00 0.00 0.00 0.00

Fecha, homa y lugar da impresion:06/02/2025 11:35:33nrsCalle Francisco Goitiat 1 Bamio de San PadreXochimilcoCiudad de Mexico Giudad de MexicoMexico 16090

126eaad7adi6

(1) BCnMEM: Costos relacionados con los servicios del Mercado. (2) DAP: Derecho al Alumbrado Pablien. (3) Gargos o eréditos: Diversos conceptos gue se pueden incluir en el aviso recibo relacionados con el suministro.

CFE-contigo @Q® 0O
.61

(SESENTAY UN PESOS M.N.)

04910 08-03-19 XAXX-010101 006 CFE
01 968080302635 241221 000000061 0

10DN70B87 1010250Repartir
-

I'--GL

f



CONSUMO HISTORICO

20

i Pepdjentes v

Periodo KWh Importe  Pagos Fepdjente
el 05 AGO 24 al 04 OCT 24 8 261,00 $61.00
el 05 JUN 24 05 AGO 24 15 6000 $60.00
clel 04 ABR 24 al 05 JUN 24 12 26000 $60.00
del 02 FEB 24 al 04 ABR 24 10 $53.00 $59.00 w
dlel 05 DIC 23 al 02 FEB 24 1 $52.00 $59.00
el 05 OCT 2321 05 DIC 23 13 $58.00 $56.00 i
el 04 AGO 23al 05 OCT 23 4 £58.00 $58.00
clel 06 JUN 23 a 04 AGO 23 o $57.00 $57.00
clel 04 ABR 23 al 06 JUN 23 1 $56.00 $56.00 s
clel 03 FEB 23 al 04 ABR 23 0 $56.00 $56.00
clel 06 DIC 22 al 03FEB 23 0 $54.00 §54.00
. ||

FEB23  ABRZZ  |UMZ3

AGOI3

0CTZ3  DICZ3  FEBI4  AER24  |UNZ4  AGCO24  OCT24

Mes

mErargis

AHORRO DE ENERGIA

La temperatura de confort optima se sitia entre los mantener la
temperatura por debajo de los 20 °C causa un mayoer trabajo del compresor,
lo gue supone un mayor consumo de energia.

Asimismo, se recomienda apagar el aire acondicionado al salir del recinto
durante tiempo prolongado (mas de 30 minutos).

Datos Fiscales del Receptor Gadena Original  Este epi impresa de un GFDI _ PPD
RFC: RFC Razdn Soclal: Regimen Fiscal: 000 Uso CFDE CP: 00000 AC Folo: 000275011378 Folio Fiscal: N. Certificado del SAT: No, carificado del CSD: Facha y hora de cerficacidn: Unidad de madi
da ki

=" | Suministrador de
| Servicias Bisicos .

PROFECO ¥ CRE

JAVISC IMPOR TAN TE!

Ahorra consumo de energia electrica, tu ahorro contfribuye a la profeccion del medio ambiente. Nuestro compromiso es seguir
coneclados contigo.

Corle a parlir del 22 DIC 2024.

Usted consume menos de 50 kWh al bimestre.

Le invilamos a que se registre en nuestro porlal y disfrule de la comodidad de nuestros servicios en linea.

Conoce los servicios de los diferentes suministradores: hlfp;/usuariocalificads.cre. gob.myyUsuaroCalificado/ListadoSuministrader
TAMBIEN PUEDES PAGAR TU RECIBO EN:
Farmacias del

gfﬁg e‘. Ahorro

Te gueremos... bian. "
App GFE Comtigo
TELEGRAFOS

‘felecomm. laComer®

Banco del Bienestar, Bancomar, Inbursa, Santandser, Banamex, Banjercito, ScotiaBank, HSBGC, CiBanco, Afirme, Multiva, Banco del Bajlo, Banco Aztaca, OXX0, Coppel
Son mds de 100,000 establecimientos autorizados, consulta el portal cfe.mx en la seccién medios de pago.

S A

[ :
%Y Soriana
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HP Support: Cybersecurity
Best Practices

Welcome to the training for HP Support: Cybersecurity Best Practices!

We will look at an introduction to cybersecurity, how to identify cyber threats, and how to safely
support a customer during a remote consultation or onsite intervention. We'll also discuss how
to deal with cybersecurity incidents and how to safely use USB devices when servicing a PC.
Lastly, we will look at the proper escalation process to follow when a possible cyber attack is
suspected, or a system has been compromised.
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There are four modules:

* Module 1-Importance of cybersecurity

* Module 2—Best practices for onsite support

* Module 3—Best practices for remote support
* Module 4—-Escalating cybersecurity incidents

2 HP Private, Confidential for Internal Use Only

There are four parts to this training.

After completing this course, you will be able to:

* Recognize the importance of cybersecurity

» Specify best practices for onsite support

» Specify best practices for remote customer support

» Determine the escalation process for handling cybersecurity incidents
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Importance

of cybersecurity

Module 1: Importance of cybersecurity
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What will | learn?

After you complete this module, you should be able to:

» Recognize the importance of cybersecurity
« Enhance the awareness of cybersecurity

Source:

4 HP Private, Confidential for Internal Use Only

In this module, we will look at why it is important to safeguard your HP service PC and the
customer’s PC from malicious cyber attacks.

After completing this module, you should be able to:
* Recognize the importance of cybersecurity
* Enhance the awareness of cybersecurity
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What is cybersecurity?

» Safe-guard HP systems and devices

« Security features:
— Monitor PCs and systems
— Effective response

» Agentresponsibilities:
— Recognize cyber threats
— Understand the customer’s security practices
— Take proper action

Source:

5 HP Private, Confidential for Internal Use Only

Cybersecurity encompasses the safety measures HP employs to protect electronic devices,
data, programs, and internet-connected support systems from cyber attacks. HP's
cybersecurity framework uses advanced security features to monitor PCs and systems to
effectively respond to identified security risks.

As an agent that services customer PCs, it is your responsibility to recognize cybersecurity
threats and respond appropriately to incidents when supporting customers. It's also a good
idea to understand the customer’s security practices and make sure that you are abiding by

them.

S
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Importance of cybersecurity

Why is cybersecurity important?

Cybercriminals

« Stedldata

+ Sabotage systems
« Disruptoperations

Be vigilant!

Source:

6 HP Private, Confidential for Internal Use Only

Cybercriminals target customers and companies to steal datq, sabotage systems, and disrupt
local and international operations. Identifying and managing cybersecurity risks during
customer support are important because you want to be sure that customers’ computer
systems remain secure and protected from unauthorized access, data breaches, and
infections by electronic viruses. Additionally, safeguarding against cyber crimes is vital for
protecting HP's integrity and security.
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Importance of cybersecurity

What are cybersecurity threats?

Cyber programs used to access and harm users'
computers

Common cybersecurity threats include:
+ Phishing/Social Engineering
« Spoofing

+ Malware

« Denial-of-Service (DoS) attacks

Important! The HP Cybersecurity Best Practices website
(Note: HP internal use only)

Source:

7 HP Private, Confidential for Internal Use Only

Cybercriminals often use common cyber programs to access and harm the computers of
unsuspecting users. These cyber programs, also called cybersecurity threats, can damage
customers’' PCs or even an HP support portal!

Common cybersecurity threats that you should be aware of include:

» Phishing/Social Engineering: These attacks use email, text messages, or fake websites to
trick users into revealing sensitive information, such as login credentials or banking details.

» Spoofing: Spoofing attacks impersonate legitimate sources, like email addresses or
websites to deceive users into providing sensitive information.

* Malware: Malware encompasses a range of threats like ransomware, trojans, viruses,
and spyware designed to harm computers, networks, or servers by altering, stealing, or
destroying data. Ransomware, for example, encrypts computer data and demands a ransom
forits release.

» Denial-of-Service (DoS) attacks: In a DoS attack, cybercriminals flood a system or network
with excessive traffic, causing it to become unavailable to legitimate users.

For more information on additional types of cybersecurity threats, please visit the HP
cybersecurity website “HP Cybersecurity Best Practices”. Please note that this site is for HP
internal use only.
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Impacts of cyber-attacks for customers

+ |dentity theft

* Dataloss

+ Dataencryption
* Financial loss

* Reputational damage

8 HP Private, Confidential for Internal Use Only

Impacts of cyber-attacks for HP

* Lack of customer trust

+ Devdlues HP's stance as the world's most secure PC and
print manufacturer

@

Cybersecurity threats can have a negative impact on both customers and companies like HP.

For customers, a cybersecurity threat can result in identity theft, data loss, data encryption,

and financial loss.

For companies like HP, cybersecurity incidents - especially those occurring during customer
service interactions - can lead to severe consequences, including loss of customer trust,
reputational damage, and a devaluation of HP's standing as the world's most secure PC and

print manufacturer.

8.4
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Cybersecuirity risks during support

Be aware of cybersecurity risks

Types of customer support:
* Remote support
« Onsite support

9 HP Private, Confidential for Internal Use Only

When you service a customer’s PC, they entrust you with a device that may contain personal
information, sensitive files, and business and intellectual property. Any cybersecurity breach
could expose the PC to hacking and cyber theft. It's important to be aware of the security risks
involved when supporting customers, ensuring that both your service PC and service USB are
virus-free to avoid compromising the customer’s system.

Customers have access to two types of support based on their warranty, location, and whether
their device is within warranty. Remote support is available to all customers, while onsite
support depends on the warranty type and status.

As a service agent, you should be aware of the cyber security risks involved when supporting
customers. Next, we will cover best practices for ensuring cybersecurity in both onsite and
remote scenarios.
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What are the types of cyber attacks that could result in
identity theft?

Select all that apply.

A
B.
C.
D.

Malware
Denial-of-Service (DoS) attacks
Spoofing
Phishing

Source:
10 HP Private, Confidential for Internal Use Only

What are the types of cyber attacks that could result in identity theft?
Select all that apply.
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What are the types of cyber attacks that could result in
identity theft?

Select all that apply.

A.
B.
C.
D.

Malware
Denial-of-Service (DoS) attacks
Spoofing
Phishing

Source:
n HP Private, Confidential for Internal Use Only

The correct answers are A, Cand D.

1,
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Module 2: Best practices for onsite support

12
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What will | learn?

After you complete this module, you should be able
to:

« Specify the required preparations before onsite visits
+ Specify best practices when providing onsite support

= Specify the necessary tasks after providing onsite
support

Source:

13 HP Private, Confidential for Internal Use Only

In this module, we will look at cybersecurity threats you should be aware of when supporting
customers onsite.

After you complete this module, you should be able to:
*  Specify the required preparations before onsite visits
»  Specify best practices when providing onsite support

*  Specify the necessary tasks after providing onsite support

13,
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Best practices for
onsite support

Before an onsite visit

« Review cybersecurity protocols
« Use the HP Product Security policy
+ Toaddress vulnerabilities and mitigate risks, view:

— Coordinated Vulnerability Disclosure policy
—  Security Bulletins

« Scanyour service notebook and USB drive

Note: Do not use your personal notebooks or USB
drives for onsite support.

« Download required software and firmware
« EncryptUSB drives

* Check that customer has a PC, USB drive, and internet
connection

Source:

14 HP Private, Confidential for Internal Use Only

Always be mindful of the cybersecurity risks that could affect a customer’s PC during onsite
repairs. Before providing onsite support, ensure that you

Review the processes and protocols outlined in the HP Product Security policy. For information
on how to address cybersecurity vulnerabilities and mitigate potential risks as quickly as
possible, you should review these resources:

» Coordinated Vulnerability Disclosure policy

* Security Bulletins for the latest security updates

Scan your service notebook and USB drives to ensure that they are virus-free and safe to use,
and check that the antivirus software on your service notebook is up-to-date. Note: Do not use
your personal notebook or USB drives to provide onsite support.

Download any required software and firmware to your service USB drive.

Encrypt your service USB drives to prevent unauthorized access to the data stored on it. We'll
look at how to encrypt your service USB drives in the next slide.

Check that the customer has a working PC, USB flash drive, and internet connection for
downloads and installations.

14,,
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A BitLocker Drive Encryption g O

L]

Control Panzl Home

. . " .
BitLocker Drive Encryption
OnSI e Sup po Help pratect your files and folders from unautharized accass by protecting your drives with BitLacker

Operating system drive

Encrypting USB drives Windows () BitLocker off
] ® Turn cn Bitlocker
—

Why encrypt?

+ Saveddatais vulnerable Fixed data drives

= Hackers can access content

Removable data drives - BitLocker To Go

Wh(]t to dO’? D: BitLocker on (Locked)

= Use BitLocker to encrypt data onthe USB drive
—  Password is required to unlock the drive

See also
% TPM Administration
% Disk Management

Note: Do not encrypt the DMIFIT tool. Privacy statement
BitLocker (D)
Enter password to unlock this drive.
CSESEIIEENINEIEIREREIBEREISRERES B
More options
Source:

15 HP Private, Confidential for Internal Use Only m

To minimize cybersecurity risks, it is important to encrypt all USB drives used with HP devices
and customer devices.

Without encryption, data saved on your service USB drive will be vulnerable as hackers can
bypass the antivirus software, firewall, or other security controls to access the device
contents.

To encrypt data on a USB drive, insert the USB drive into a USB port on your Windows device.
Open File Explorer, right-click the USB drive, select BitLocker, and follow the on-screen
prompts. Once encrypted with BitLocker, a password is required to access any data on the
drive.

One thing to note is some utilities, like the DMIFIT tool, may not function on an encrypted USB.

15,
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Best practices for
onsite support

During an onsite visit

* Ensure customer's PC and USB drive is virus-free

* Usethe service PC and VPN to connect to HP
SharePoint sites and download resources

« Usethe service PC for internet connectivity
« Use dedicated USB drives for specific tasks

= Scanservice USB drives before inserting into
customer's PC

« Inform customers to reportissues via:
+ HPonline submission form

* Email at HP Security Alert

Note: Customer should encrypt sensitive data using the
HP Product Security Response Team's (PSRT) PGP

Source:

16 HP Private, Confidential for Internal Use Only

During an onsite visit, it is your responsibility to manage both your service devices carefully to
prevent them from being exposed to cyber threats.

Make sure that the customer’s PC is virus-free if it will be used to connect to HP support sites.
Also check that the customer’'s USB drive is virus-free and only use your service USB drive if
you suspect the customer’s USB drive is not clean, or there is no other USB drive available.

Use the service PC and a virtual private network (or VPN) if you need to access the HP
SharePoint sites or HP network to download resources, like drivers software, to fix the
customer’s PC. This remote access via VPN enables secure access to HP network resources
from different locations, allowing you to download necessary data to your service PC and
transfer it to the service USB. Do not use the customer’s PC to access the HP network. Only the
service PC with VPN should be used for this purpose.

Use the service notebook if there is no available internet connection.

Use dedicated USB drives for specific tasks, such as branding or transferring BIOS and files to
a customer’s computer. Do not use personal USB drives for work, nor USB drives from
unknown sources.

Always virus-scan USB drives before inserting them into a customer’'s computer.

If a customer asks for advice on managing a cybersecurity issue on their HP product, inform
them that they can report security vulnerabilities via the:

* HP online submission form, or

* Via Email @HP Security Alert

For reports containing sensitive data, customers should use the HP Product Security
Response Team's (PSRT) PGP key to encrypt the content.

16,,
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After an onsite visit, you should: After an onsite visit, you should not:

» Runantivirus scans on service PC and USB » Bringan infected service PC into HP

« Escadlate any cybersecurity issues « Connectaninfected service PC to HP sharepoints

j:'”"' HP Private, Confidential for Internal Use Only @

After you've completed an onsite visit, perform the following tasks to protect HP from
cybersecurity risks, and to address potential exposure to cyber threats on your service USB or
service PC.

Dos:
*  Runantivirus scans on both the service PC and USB to ensure they are virus-free
* Escalate any cybersecurity issues, if required

Don'ts:

* Do not bring any infected devices (service PC, USB, etc.) into the HP or customer
environments - clean them first!

* Do not connect an infected service PC to HP sharepoints

17,,
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Module 3: Best practices for remote support

18,4
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What will | learn?

After you complete this module, you should be able to
recoghize cybersecurity risks during remote support

Source:

19 HP Private, Confidential for Internal Use Only

Understanding the importance of protecting customer data is important when providing
support.

By the end of this module, you will be able to identify potential cybersecurity risks when
supporting customers remotely.
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Best practices for remote support

Only download driver and BIOS
updates from www.HP.com

+ HPhas multiple type of software that can )
be downloaded for devices o - il ' -

« Printer drivers SUppOrLDYprOcuEL  “SUPPON ReNOuT080
+ Printer management software
+ BIOS updates

Zo sonen v Bopdy

For details on how to download, install and

update drivers and software from HP.com,

visit:

+ HPPrinter Software Download: How To
Download And Install The Latest Version

20 HP Private, Confidential for Intemal Use Only @

When customers contact you about a hardware failure or software issue, these problems can
often be resolved by guiding them to install the latest driver for the malfunctioning part, or by
updating the system'’s BIOS.

Itis important to advise customers to always download BIOS and drivers exclusively from the
HP Customer Support website for the specific computer model only. Sometimes drivers are
available for a similar system or hardware product on suspicious online sites. Itis
recommended to not install drivers from non-HP sites as these drivers very often have some
malware or computer viruses embedded which could lead to ransomware attacks on the
system.

205
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How to update BIOS software

Use the latest BIOS updates for
security and performance

Download and install a PC BIOS
update from website:

How to Update BIOS Software on Windows
PCs

https://www.hp.com/us-en/shop/tech-

takes/how-to-update-bios-software

21 HP Private, Confidential for Internal Use Only

@

To keep computers secure and performing optimally, advise customers to visit the following
HP website for detailed instructions on how to download and install the latest BIOS update:
https://www.hp.com/us-en/shop/tech-takes/how-to-update-bios-software.

21y,
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Remote interaction

Use a VPN to connect remotely to customer PC

Source:

22 HP Private, Confidential for Internal Use Only

If installing the latest drivers and BIOS updates does not resolve the customer’s issue and you
need to access their PC remotely for online support, make sure to use a virtual private network
(VPN) to do so. VPNs encrypt data moving between remote devices and the network, thereby
enhancing security for HP and the customer PC.

22



f3fccfs5-7413-422¢-99e9-126eaad7adf6

Escalating

cybersecurity
incidents

Module 4: Escalating cybersecurity incidents
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What will | learn?

After you complete this module, you should be able to
determine the escalation process for handlinga
cybersecurity incident involving a PC or printer

Source:

24 HP Private, Confidential for Internal Use Only

If you encounter a cybersecurity threat on your HP service PC or a customer PC, you must
escalate the incident to HP Cybersecurity.

After you complete this module, you will be able to determine the escalation process for
handling a cybersecurity incident involving an HP PC or printer.
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How to escalate a cybersecurity incident

+ Escalate the incident to your PSDM
+ PSDMto create aticket

» Paths for incident escalation:
+ Partners to contact their PSDM
» CEs to contact their HP District Manager
« Partner CEs to contact their HP partner managers

« Incidents reported to the HP Cybersecurity response
team

Source:
25  HP Private, Confidential for Internal Use Only

@

When you identify a possible cybersecurity issue on a customer's HP printer or PC, you need to
escalate the issue to the Partner Service Delivery Manager (PSDM), who will create a ticket for

cybersecurity incident.

Partners and Customer Engineers (CEs) should follow these escalation paths:

* Partners should contact their PSDM

» CEs should contact their HP District Managers (HPDM)
* Partner CEs should contact their HP partner managers

All escalation paths should result in the reporting of the incidents to the HP Cybersecurity

response team.
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Thank you.
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Aguascalientes

Baja California

Baja California Sur

Campeche

Coahuila de Zaragoza
Colima

Chiapas

Chihuahua

Ciudad de México

Durango
Guanajuato
Guerrero
Hidalgo
Jalisco
Meéxico

Michoacan de Ocampo

Morelos
Nayarit
Nuevo Ledn
Oaxaca

Puebla

AS

BC

BS

CC

CL

CM

CS

CH

CDMX

o o

MC

MN

MS

NL

oC

PL
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Querétaro Q

Quintana Roo Q

San Luis Potosi SP
Sinaloa SL
Sonora S

Tabasco TC
Tamaulipas TS
Tlaxcala TL
Veracruz VZ
Yucatan YN
Zacatecas ZS

Nacido en el Extranjero NE
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6S, 6C, 5L, 3T, 3R, 2G, 2N, Z,E, X, P, H, M
SCLTRGNZEXPHM
CEGHLMNPRSTXZ

[CEGHLMNPRSTXZ]
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